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PROTECTING THE PRIVACY OF SOCIAL
SECURITY NUMBERS AND PREVENTING
IDENTITY THEFT

MONDAY, APRIL 29, 2002

HOUSE OF REPRESENTATIVES,
COMMITTEE ON WAYS AND MEANS,
SUBCOMMITTEE ON SOCIAL SECURITY,
Lake Worth, Florida.

The Subcommittee met, pursuant to notice, at 2:15 p.m., in Com-
mission Chambers, Lake Worth City Hall, Lake Worth, Florida,
Hon. E. Clay Shaw, Jr., (Chairman of the Subcommittee) presiding.

[The advisory and revised advisory follow:]
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ADVISORY

COMMITTEE ON WAYS AND MEANS
SUBCOMMITTEE ON SOCIAL SECURITY

FOR IMMEDIATE RELEASE Contact: (202) 225-9263
April 22, 2002
No. SS-13

Shaw Announces Hearing on Social Security
Protecting the Privacy of Social Security
Numbers and Preventing Identity Theft

Congressman E. Clay Shaw, Jr. (R-FL), Chairman, Subcommittee on Social Secu-
rity of the Committee on Ways and Means, today announced that the Subcommittee
will hold a field hearing on protecting the privacy of Social Security numbers (SSNs)
and preventing identity theft. The hearing will take place on Monday, April
29, 2002, in the Commission Chambers, Lake Worth City Hall, 7 North Dixie
Highway, Lake Worth, Florida, beginning at 1:00 p.m.

In view of the limited time available to hear witnesses, oral testimony at this
hearing will be from invited witnesses only. However, any individual or organization
not scheduled for an oral appearance may submit a written statement for consider-
ation by the Subcommittee and for inclusion in the printed record of the hearing.

BACKGROUND:

The SSN was created in 1936 for the sole purpose of tracking workers’ Social Se-
curity earnings records. Today, SSN use has expanded well beyond its original pur-
pose. According to the Social Security Administration (SSA), the SSN is the single-
most widely used record identifier in the public and private sectors. Federal law re-
quires the use of SSNs for administration of income taxes, the Food Stamp, Med-
icaid, and other Federal programs. In the private sector, SSNs are commonly used
for record-keeping and data exchange systems, and often businesses require individ-
uals to disclose their SSN as a condition for doing business.

Many believe widespread use of the SSN benefits the public by improving access
to financial and credit services in a timely manner, reducing administrative costs,
and improving record keeping so consumers can be contacted and identified accu-
rately. Others argue the pervasive use of SSNs makes them a primary target for
fraud and misuse. Most recently, the events of September 11 have shed new light
on the severe consequences of failure to protect the integrity of SSNs, as the ensu-
ing investigations have exposed the methods used by the terrorists who assumed
false identities to carry out their activities.

In addition to being a gateway to terrorist acts, identity theft causes misery and
frustration in the daily lives of tens of thousands of Americans. Identity theft is the
number one consumer complaint received by the Federal Trade Commission,
amounting to 42 percent of complaints received in 2001. In a recent report, the U.
S. General Accounting Office found that identity theft appears to be growing (Iden-
tity Theft—Prevalence and Cost Appear to Be Growing: GAO-02-363). Report find-
ings include: (1) the SSA Office of Inspector General has reported a substantial in-
crease in call-ins of identity theft-related allegations to its Fraud Hotline, where al-
legations involving SSN misuse (81 percent of which relate directly to identity theft)
have increased more than fivefold (11,000 to 65,000) in the 4 years ending Sep-
tember 2001; (2) seven-year fraud alerts (warnings to credit grantors to conduct ad-
ditional identity verification before granting credit) have increased substantially (36
percent and 53 percent respectively) in the last 3 years, according to two consumer
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reporting agencies; and, (3) in its 2000 annual report, the Postal Service indicated
that investigations of identity theft crime increased by 67 percent since the previous
year.

To increase the privacy of SSNs and better protect the American public from
being victimized, Chairman Shaw, along with several Members of the Committee on
Ways and Means, introduced bipartisan legislation, H.R. 2036, the “Social Security
Number Privacy and Identity Theft Prevention Act of 2001.” This legislation pro-
hibits the sale and display of SSNs by Federal, State, and local governments, pro-
hibits the sale of SSNs by the private sector, deters businesses from denying serv-
ices when someone refuses to provide the SSN, and increases fines and penalties
for SSN misuse.

In announcing the hearing, Chairman Shaw stated: “Although never created to be
a personal identifier, the use of SSNs is now pervasive throughout our automated
society. As highlighted by the September 11 attacks, these numbers are far too eas-
ily used by criminals or terrorists to steal identities and obtain false documents. The
ravages of SSN misuse are experienced by each and every victim of identity theft
and now by our Nation through their role in facilitating terror. We must act to take
whatever steps we can to protect the privacy of each and every Americans’ SSNs.
It’s the right thing to do and a necessary step in our Nation’s response to terrorism.”

FOCUS OF THE HEARING:

The hearing will focus on what victims experience when their identities are sto-
len, the challenges law enforcement faces as they pursue identity thieves, the use
of SSNs by government agencies at the Federal, State, and local levels, practices
used to safeguard privacy, and the impact of legislative proposals aimed at com-
bating SSN misuse and protecting privacy.

DETAILS FOR SUBMISSIONS OF WRITTEN COMMENTS:

Please Note: Due to the change in House mail policy, any person or organization
wishing to submit a written statement for the printed record of the hearing should
send it electronically to hearingclerks.waysandmeans@mail.house.gov, along with a
fax copy to (202) 225-2610, by the close of business, Monday, May 13, 2002. Those
filing written statements who wish to have their statements distributed to the press
and interested public at the hearing should deliver 200 copies to the West Palm
Beach District Office of Congressman E. Clay Shaw, Jr., 222 Lakeview Avenue,
Suite 162, West Palm Beach, Florida 33401, by the close of business, Friday, April
26, 2002.

FORMATTING REQUIREMENTS:

Each statement presented for printing to the Committee by a witness, any written statement
or exhibit submitted for the printed record or any written comments in response to a request
for written comments must conform to the guidelines listed below. Any statement or exhibit not
in compliance with these guidelines will not be printed, but will be maintained in the Committee
files for review and use by the Committee.

1. Due to the change in House mail policy, all statements and any accompanying exhibits for
printing must be submitted electronically to hearingclerks.waysandmeans@mail.house.gov, along
with a fax copy to (202) 225-2610, in Word Perfect or MS Word format and MUST NOT exceed
a total of 10 pages including attachments. Witnesses are advised that the Committee will rely
on electronic submissions for printing the official hearing record.

2. Copies of whole documents submitted as exhibit material will not be accepted for printing.
Instead, exhibit material should be referenced and quoted or paraphrased. All exhibit material
not meeting these specifications will be maintained in the Committee files for review and use
by the Committee.

3. Any statements must include a list of all clients, persons, or organizations on whose behalf
the witness appears. A supplemental sheet must accompany each statement listing the name,
company, address, telephone and fax numbers of each witness.

Note: All Committee advisories and news releases are available on the World
Wide Web at http:/ [waysandmeans.house.gov /.



The Committee seeks to make its facilities accessible to persons with disabilities.
If you are in need of special accommodations, please call (202) 225-1721 or (202)
226-3411 TTD/TTY in advance of the event (four business days notice is requested).
Questions with regard to special accommodation needs in general (including avail-
ability of Committee materials in alternative formats) may be directed to the Com-
mittee as noted above.

———

***NOTICE—CHANGE IN TIME®***

ADVISORY

FROM THE COMMITTEE ON WAYS AND MEANS
SUBCOMMITTEE ON SOCIAL SECURITY

FOR IMMEDIATE RELEASE Contact: (202) 225-9263
April 25, 2002
No. SS-13—-Revised

Change in Time for Subcommittee Field
Hearing on Protecting the Privacy of
Social Security Numbers and
Preventing Identity Theft

Congressman E. Clay Shaw, Jr. (R-FL), Chairman, Subcommittee on Social Secu-
rity of the Committee on Ways and Means, today announced that the Subcommittee
field hearing on Protecting the Privacy of Social Security Numbers and Preventing
Identity Theft, scheduled for Monday, April 29, 2002, at 1:00 p.m., in the Commis-
sion Chambers, Lake Worth City Hall, 7 North Dixie Highway, Lake Worth, Florida,
will now be held at 2:00 p.m.

All other details for the hearing remain the same. (See Subcommittee Advisory
No. SS-13, dated April 22, 2002.)

——

Chairman SHAW. We will call the hearing to order. This is about
Social Security Numbers (SSNs), and although they were created
solely for the purpose of tracking workers’ Social Security earnings,
our culture is hooked on Social Security Numbers. Even the most
trivial transactions require us to hand over our nine-digit ID before
services can be rendered.

I phoned in just this weekend to renew my fishing license, and
they wanted my Social Security Number, the State of Florida. I
said, “Is it required?” They said, “No, but it would be nice if you
give it.” And I said, “I don’t believe I will.” So they took my driver’s
license number instead.

Our Social Security Number’s the key that unlocks the door to
your identity for any unscrupulous individual who gains access to
it. Once the door is unlocked, the criminal or terrorist has at his
fingertips all essential elements needed to carry out whatever das-
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tardly act they can conceive of. Worse, we know that some terror-
ists involved on the September 11 attack illegally obtained Social
Security Numbers and used them to steal identities and obtain
false documents, thus enabling them to live within our borders and
plan their heinous acts. government and private industry must be
vigilant to protect our identities. Safeguards to protect Social Secu-
rity Numbers and prevent identity theft must be put in place now.

As a first step, I, along with several of my Committee on Ways
and Means colleagues, including Mark Foley, introduced bipartisan
legislation entitled, the Social Security Number Privacy and Iden-
tity Theft Prevention Act. The bill prohibits the sale and display
of Social Security Numbers by Federal, State and local govern-
ments and restricts the sale and display of Social Security Num-
bers by the private sector and deters business from denying serv-
ices when someone refuses to provide their number and increase
fines and penalties for Social Security Number misuse.

Today, we will shine a bright light on the need to quickly bring
comprehensive legislation to the House floor to keep Social Security
Numbers private and protect citizens from identity theft. The time
for action is long overdue.

Field hearings allow us the unique opportunity to get out of
Washington and hear the real-life experience of our neighbors on
the frontlines of these important issues. I sincerely want to thank
the City of Lake Worth for allowing us to hold this hearing in the
Commission Chambers.

[The opening statement of Chairman Shaw follows:]

Opening Statement of the Hon. E. Clay Shaw, Jr., a Representative in Con-
gress from the State of Florida, and Chairman, Subcommittee on Social
Security

Although created solely for the purpose of tracking workers’ Social Security earn-
ings, our culture is hooked on Social Security numbers. Even the most trivial trans-
actions require us to hand over our 9-digit ID before services can be rendered.

Your Social Security number is the key that unlocks the door to your identity for
any unscrupulous individual who gains access to it. Once the door is unlocked, the
criminal or terrorist has at their fingertips all the essential elements needed to
carry out whatever dastardly act they can conceive.

Worse, we know that some terrorists involved in the September 11t attacks ille-
gally obtained Social Security numbers and used them to steal identities and obtain
false documents, thus enabling them to live within our borders and plan their hei-
nous crimes.

Government and private industry must be vigilant in protecting identities. Safe-
guards to protect Social Security numbers and prevent identity theft must be put
in place now.

As a first step, I, along with several of my Ways and Means colleagues introduced
bipartisan legislation, the Social Security Number Privacy and Identity Theft Pre-
vention Act. This bill prohibits the sale and display of Social Security numbers by
Federal, State and local governments, restricts the sale and display of Social Secu-
rity numbers by the private sector, deters businesses from denying services when
someone refuses to provide their number, and increases fines and penalties for So-
cial Security number misuse.

Today we will shine a bright light on the need to quickly bring comprehensive leg-
islation to the House floor to keep Social Security numbers private and protect citi-
zens from identity theft. The time for action is long overdue.

Field hearings allow us the unique opportunity to get out of Washington and hear
the real life experiences of our neighbors on the front lines of this important issue.
I sincerely thank the City of Lake Forth for allowing us to hold this hearing in the
Commission Chambers.

Today, we welcome a neighbor and a former neighbor, Ms. Tropepe and Mr. Ross,
who will share their personal stories about the theft of their identities. In addition,
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Barbara Bovberg of the General Accounting office will discuss government use of So-
cial Security numbers.

We will also hear about the many challenges faced by the law enforcement com-
munity as they hunt down identity thieves. We welcome Cece Dykas of the Office
of the Attorney General; Lee Cohen of the State Attorney’s Office, the Sheriff of
Palm Beach County, Sheriff Ed Bieluch; and Roland Maye of the Social Security Ad-
ministration’s Office of Inspector General.

Welcome to all.

————

Chairman SHAW. Mark, I believe your political life started right
here in this building.

Mr. FOLEY. In this very seat.

Chairman SHAW. Oh. Today we welcome a neighbor and former
neighbor, Mrs. Tropepe and Mr. Ross, who will share their personal
stories about the theft of their identities. In addition, Barbara
Bovbjerg of the U.S. General Accounting Office will discuss govern-
ment use of Social Security Numbers. We will also hear about the
many challenges faced by law enforcement as they hunt down iden-
tity theft. We want to welcome representatives from the Office of
the Attorney General, the State’s Attorney’s Office, we have the
Sheriff of Palm Beach County, and we have also Mr. Maye of the
Social Security Administration (SSA), Office of the Inspector Gen-
eral (OIG). I want to welcome all of you, and I will, at this time,
yield to Mr. Foley for any comments that he might have.

Mr. FOLEY. Thank you very much, Clay. And, first, let me
thank everybody. It is a delight and honor to be back in this seat,
in this city, in the first political office I ever held, and I think
longingly of those days when life was easy and we didn’t have the
problems we have today.

I am particularly pleased to see the number of panelists here.
And, Lisa, specifically, thank you for joining us. You mentioned to
me a few weeks ago the problems you had, and it was interesting
because I had relayed a similar problem that I had where some-
body took my Social Security Number and applied for credit. I got
the first notice from Target Collection Agency that I had somehow
charged $780 worth of goods and services. We got a copy of the ap-
plication for credit. It showed my Social Security Number, said the
person worked for the government. The only thing different was
they used an address, Powerline Boulevard in Pompano Beach,
Florida. So everything else they had on me. Target extended credit.
That person walked away with $700-plus merchandise. I spent
countless hours trying to reconcile this issue. It was horrific, and
I felt if I had to go through so much trouble, imagine someone who
may not have a phone that is able to reach during the day, who
may not have the tenacity, who may be a single mother having to
deal with kids and family all day long and then hustle up to try
and see if they can get these collection agencies off their phones
and off their backs. I felt violated. I couldn’t believe it could occur,
but as Congressman Shaw suggested, it is happening far too fre-
quently.

I want to thank my colleague, because he had the bill long before
I came involved with this, but when I heard the subject matter of
the bill, I told him of my own experience and enthusiastically want-
ed to jump on board to see whatever we could do to eliminate this
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kind of problem, because it is, it is a sad commentary, it is a trag-
edy when you have to go through it, and so I joined together with
my colleague hopefully getting something done on this issue. And
thank you, Clay, for coming to Lake Worth—your district, my old
hometown.

Chairman SHAW. Thank you, Mark. Our first panel—we will
have two panels today. The first panel, Lisa Tropepe, who is the
Partner at Shalloway, Foy, Rayman & Newell, Incorporated, West
Palm Beach, Florida; accompanied by Tim Morell, attorney, West
Palm Beach, Florida; Anthony Ross, who is a Federal Law Enforce-
ment Officer, United States Marshals Service in Brunswick, Geor-
gia; Cece Dykas, who is the Assistant Deputy Attorney General,
Florida Office of the Attorney General, Palm Beach County; and
Barbara Bovbjerg who is the Director of Education, Work force and
Income Security Issues, the U.S. General Accounting Office from
Washington. She often appears before us in Washington. And Kay
Brown, Assistant Director of Education, Work force and Income Se-
curity Issues, the U.S. General Accounting Office, also in Wash-
ington.

From each one of you we have, I believe for all, if not most of
you, your written statements which will be made a part of the
record.? You may proceed as you see fit.

Lisa’

STATEMENT OF LISA A. TROPEPE, PARTNER, SHALLOWAY,
FOY, RAYMAN & NEWELL, INC., WEST PALM BEACH, FLOR-
IDA, ACCOMPANIED BY TIM MORELL, ATTORNEY

Ms. TROPEPE. Thank you. For the record, I just wanted to let
you know that Tim Morell is my attorney. My firm and I had to
{)mf l}%im when this was happening to me, and he is here on my

ehalf.

Dear Committee Members, good afternoon. My name is Lisa A.
Tropepe, and I have been a victim of identity theft. I am beginning
my testimony with a copy of a May 7, 1999, letter to Judge
Oftedahl articulating the seriousness of the crimes against me and
the importance of penalizing the imposter for all the crimes com-
mitted. The letter is dated May 7, 1999. It is in reference to the
State of Florida v. Terkesha L. Lane.

“Dear dJudge Oftedahl, Assistant State Attorney Chris Jette
called to let me know that Terkesha L. Lane is scheduled for ar-
raignment today. The crime against me was that the defendant,
while working as a temporary receptionist at my office stole per-
sonal information about me and assumed my identity. She cleaned
out my personal bank account and opened several credit card ac-
counts where she charged up to thousands of dollars of merchan-
dise.

Although I was initially advised by intake officer Brian Brennan,
Esq., that the defendant would be charged with multiple counts of
grand theft and counts relating to the fraudulent assumption of my
identity, I am now advised that only one charge of theft has been
made. My employers and I are concerned that the courts may not
be well advised as to the personal seriousness and public danger
this crime represents.
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With those thoughts in mind, I feel compelled to write this letter
in the hope of informing you of the impact of the crime of identity
theft that was perpetrated upon me and, indirectly upon my firm
by Ms. Lane.

This person stole approximately $20,000 from credit grantors and
my personal bank account using my name. She applied and re-
ceived a valid driver’s license with her picture and my name, ad-
dress, and so forth., on the license. She subsequently applied for
credit cards, received temporary credit limits, and spent accord-
ingly. She also entered my bank several times and withdrew
$13,900 from my personal bank account. Now I am spending hun-
dreds of frustrating hours dealing by phone and letters with collec-
tion companies, banks, credit reporting agencies, governmental
agencies, (Division of Highway Safety and Motor Vehicles, Postal
authorities, Social Security, etc.) and various other companies to
convince them of the fraud, and to clean up the disaster affecting
my credit and other aspects of my finances.

The out-of-pocket costs are substantial. However, far more dev-
astating is learning that someone has invaded every aspect of my
life and taken my identity. My credit is ruined, my good reputation
is stolen and tarnished, my career and livelihood has been im-
paired, and I am subjected to possible further invasion in the fu-
ture.

I will briefly outline several aspects of this nightmare.

My office and I have spent over 100 hours calling, filling out doc-
umentation, writing letters return receipt requested to banks, cred-
it reporting agencies, governmental agencies, companies, utilities,
credit grantors, etc., to inform them of the fraud in an attempt to
prove my own innocence. The burden is on the victim to prove
fraud since there is great suspicion by the credit grantors. In fact,
since I put fraud alerts and new passwords on all my accounts, I
have experienced extensive questioning and delays in dealing with
the various banks and agencies. I am told by the Privacy Rights
Clearinghouse and the Federal Trade Commission that my prob-
lems may go on for several years.

This has been a very frightening and invasive nightmare. I have
had great difficulty sleeping and have woken in cold sweats wor-
rying about what else I will find out. The impersonator was a tem-
porary employee at my office. She was our temporary receptionist
in charge of outgoing mail and phone messages. When I realized
someone had taken my identity and was applying for credit cards
in my name, I shared my problem with her. She subsequently
hugged me and said everything will be okay. She never wavered in
her demeanor. I truly believed that she was concerned. I was
shocked to see her caught on tape withdrawing money from my
bank account.

I have had nightmares seeing the defendant invading my home
and hurting me physically. She lives in Riviera Beach, and I live
in Palm Beach Shores (Singer Island), which is only 5 minutes
away. She knows where I live.

Stealing my identity has made me feel very vulnerable and vio-
lated. It has been stressful and literally made me ill. I do not like
to think of myself as a victim. I am a professional engineer and am
responsible for multi-million dollar projects, handling many com-
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plex problems related to the health, safety and welfare of the pub-
lic. Because of this, I thought at first that I could handle this stress
without any help. However, I found it so overwhelming that I had
to hire an attorney and am in the process of scheduling a meeting
with a therapist.

I respectfully request that Your Honor consider the serious na-
ture of these crimes.

I believe this defendant and other wrongdoers who might see this
as an easy crime to commit with potentially big money to steal and
no real punishment to face, learn that society will not tolerate this
type of insidious crime. For that reason, I strongly urge that she
experience jail time, not just a couple of months on probation.

I am concerned about of what she will do to me in the future.
I trust you take this crime seriously. In that connection, I am also
concerned that the charges being brought against this wrongdoer
don’t include charges for credit card theft and fraud under Florida
Statute 817.

Thank you for your consideration. Sincerely, Lisa A. Tropepe.”

It has been almost exactly 3 years since I sent the above May
7, 1999, letter to Judge Oftedahl. In 3 years, the following has oc-
curred. One, Turkesha L. Lane never served a day in prison.
Turkesha L. Lane still has my Social Security Number, my home
address and workplace. If she has not moved, Turkesha L. Lane
still lives 5 minutes away from my home. Two, my credit record
will never be the same. Perpetual fraud alerts and annual credit
bureau inquiries have been, and will be, a part of my life for the
rest of my life. Three, a reoccurrence is always in the back of my
mind. After 3 years, I still shutter at the thought of someone im-
personating me. My summation of this incident can only be de-
scribed in two words: electronic rape.

A part of me wants to thank you for giving me this opportunity
to share my experience with all of you. However, a part of me is
fearful that my testimony may call attention to other criminals re-
garding my vulnerability to be impersonated again. As lawmakers,
I trust that you will provide the necessary laws needed to stop this
awful crime.

[The prepared statement of Ms. Tropepe follows:]

Statement of Lisa A. Tropepe, Partner, Shalloway, Foy, Rayman & Newell
Inc., West Palm Beach, Florida

Dear Committee Members:

Good Afternoon, my name is Lisa A. Tropepe and I have been a victim of identity
theft. I am beginning my testimony with a copy of a May 7, 1999 letter to Judge
Oftedahl articulating the seriousness of the crimes against me and the importance
of penalizing the imposter for all the crimes committed.
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May 7, 1999
The Honorable Richard L. Oftedahl,
Room 11.2213, Division X
Palm Beach County Courthouse,
205 N. Dixie Highway,
West Palm Beach, FL 33401

IN RE: State of Florida v. Terkesha L. Lane; PBSO #99-053521; Assigned to Assist-
ant State Attorney Chris Jette, Division X; Arrainment date 5/7/99

Hand Delivered

Dear Judge Oftedahl:

Assistant State Attorney Chris Jette called to let me know that Terkesha L. Lane
is scheduled for arraignment today. The crime against me was that the defendant
while working as a temporary receptionist at my office stole personal information
about me and assumed my identity. She cleaned out my personal bank account and
opened several credit card accounts where she charged up thousands of dollars of
merchandise.

Although I was initially advised by intake officer Brian Brennan, Esq., that the
defendant would be charged with multiple counts of grand theft and counts relating
to the fraudulent assumption of my identity, I am now advised that only one charge
of theft has been made. My employers and I are concerned that the courts may not
be well advised as to the personal seriousness and public danger this crime rep-
resents.

With those thoughts in mind, I feel compelled to write this letter in the hope of
informing you of the impact of the crime of identity theft that was perpetrated upon
me and, indirectly upon my firm, by Ms. Lane.

This person stole approximately $20,000.00 from credit grantors and my personal
bank account using my name. She applied and received a valid driver’s license with
her picture and my name, address, etc., on the license. She subsequently applied
for credit cards, received temporary credit limits, and spent accordingly. She also
entered my bank several times and withdrew $13,900.00 from my personal bank ac-
count. Now I am spending hundreds of frustrating hours dealing by phone and let-
ters with collection companies, banks, credit reporting agencies, governmental agen-
cies, (Division of Highway Safety and Motor Vehicles, Postal authorities, Social Se-
curity, etc.) and various other companies to convince them of the fraud, and to clean
up the disaster affecting my credit and other aspects of my finances.

The out-of-pocket costs are substantial. However, far more devastating is learning
that someone has invaded every aspect of my life and taken my identity. My credit
is ruined, my good reputation is stolen and tarnished, my career and livelihood has
been impaired, and I am subjected to possible further invasion in the future.

I will briefly outline several aspects of this nightmare:

My office and I have spent over 100 hours calling, filling out documentation, writ-
ing letters return receipt requested to banks, credit reporting agencies, govern-
mental agencies, companies, utilities, credit grantors, etc. to inform them of the
fraud in an attempt to prove my own innocence. The burden is on the victim to
prove fraud since there is great suspicion by the credit grantors. In fact, since I put
fraud alerts and new passwords on all my accounts, I have experienced extensive
questioning and delays in dealing with the various banks and agencies. I am told
by the Privacy Rights Clearinghouse and the Federal Trade Commission that my
problems may go on for several years. See articles attached—including an arti-
cle from Wednesday’s Sun Sentinel which reports a nearly identical case.

This has been a very frightening and invasive nightmare. I have had great dif-
ficulty sleeping and have awoken in cold sweats worrying about what else I will find
out. The impersonator was a temporary employee at my office. She was our tem-
porary receptionist in charge of outgoing mail and phone messages. When I realized
someone had taken my identity and was applying for credit cards in my name, I
shared my problem with her. She subsequently hugged me and said everything will
be okay. She never waivered in her demeanor. I truly believed that she was con-
cerned. I was shocked to see her caught on tape withdrawing money from my ac-
count.

I have had nightmares seeing the defendant invading my home and hurting me
physically. She lives in Riviera Beach and I live in Palm Beach Shores (Singer Is-
land), which is only five minutes away. She knows where I live.

Stealing my identity has made me feel very vulnerable and violated. It has been
stressful and literally made me ill. I do not like to think of myself as a victim. I
am a professional engineer and am responsible for multi-million dollar projects, han-
dling many complex problems related to the health, safety and welfare of the public.
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Because of this, I thought at first that I could handle this stress without any help.
However, I found it so overwhelming that I had to hire an attorney and am in the
process of scheduling a meeting with a therapist.

I respectfully request that Your Honor consider the serious nature of these crimes.

I believe this defendant and other wrongdoers who might see this as an easy
crime to commit with potentially big money to steal and no real punishment to face,
learn that society will not tolerate this type of insidious crime. For that reason, I
strongly urge that she experience jail time, not just a couple months on probation.

I am concerned about of what she will do to me in the future. I trust you take
this crime seriously. In that connection, I am also concerned that the charges being
brought against this wrongdoer don’t include charges for credit card theft and fraud
under Florida Statute 817.

Thank you for your consideration.

Sincerely,

Lisa A. Tropepe

It has been almost exactly three years since I sent the above May 7, 1999 letter
to Judge Oftedahl. In the three years the following has occurred:

1. Terkesha L. Lane never served a day in prison. Terkesha L. Lane still has my
social security number, my home address and workplace. If she has not moved,
Terkesha L. Lane still lives five minutes away from my home.

2. My credit record will never be the same. Perpetual fraud alerts and annual
Credit Bureau inquiries have been and will be a part of my life for the rest of my
life.

3. A reoccurrence is always in the back of my mind. After 3 years I still shutter
at the thought of someone impersonating me. My summation of this incident can
only be described in two words—“Electronic Rape”.

A part of me wants to thank you for giving me this opportunity to share my expe-
rience with all of you. However, a part of me is fearful that my testimonial may
call attention to other criminals regarding my vulnerability to be impersonated
again. As lawmakers, I trust that you will provide the necessary laws needed to stop
this awful crime.

—

Chairman SHAW. Thank you for that testimony. I think we are
all vulnerable. Mr. Ross?

STATEMENT OF ANTHONY K. ROSS, FEDERAL LAW ENFORCE-
MENT OFFICER, UNITED STATES MARSHALS SERVICE,
BRUNSWICK, GEORGIA

Mr. ROSS. Thank you. Good afternoon. My name is Anthony
Ross, and I would like to thank the Honorable Clay Shaw, Social
Security Subcommittee and the Social Security Administration Of-
fice of Inspector General for inviting me to testify to you today.

The illegal use of another’s identity is a serious problem costing
the American taxpayers and businesses billions of dollars. Addi-
tionally, it destroys the credit of a very large number of citizens
daily. I am one of those citizens and also a Federal Law Enforce-
ment Officer, the United States Marshals Service.

In April 2000, I became aware that I was a victim of identity
theft when contacted by my banking institution. In a few days
time, a person had assumed a false Florida driver’s license with my
name and information, cashed five checks for $995 each. I went
through a few weeks of closing accounts and then finding that my
accounts were now frozen and the moneys transferred back to the
original accounts. This occurred several times during approxi-
mately a 2-week period. Eventually, it was resolved when out of
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frustration I closed all the accounts and began banking with an-
other institution.

Shortly thereafter, I was going to purchase a home subsequent
to relocating from Florida to Georgia. The mortgage institution ran
a credit check and inquired I had opened more than 25 revolving
credit accounts in approximately a month’s time. SunTrust was
very professional, and they were quick in determining that I was
not the cause of these accounts, and the purchase of my home went
through without difficulty.

However, from that point on it has been a nightmare and that
is because my identity was illegally used to obtain in excess of
$50,000 worth of credit charges. I have contacted credit bureaus
and established flags for being a victim of identity theft. I have
contacted numerous credit card companies, spending extended
lengths of time just trying to get through the computerized phone
systems, and then to a living person and then transferred again to
reach a person in the Fraud Investigations Department. I have
struggled with trying to read or more likely decipher credit reports;
they are not user-friendly.

I have contacted numerous creditors and filled out endless forms,
filed affidavits, provided copies of driver’s license, Social Security
card to try to prove my innocence. That is right, the victim has to
prove he is innocent. In many cases, I have received letters indi-
cating that I have been cleared and credit bureaus that have been
notified. However, and this is after looking up my most recent cred-
it reports, the credit bureaus have not properly disclosed that infor-
mation on my credit report.

In June 2000, I received a Notice of Court appearance to answer
for charges regarding failure to redeliver a hired vehicle. Again, my
identity information was misused, and now I face the possibility of
being arrested. At the least, I was now, as a Law Enforcement Offi-
cer, on the wrong end of the judicial system. Again, I had to prove
my innocence by providing photographs and fingerprint cards.
Metro-Dade Police Identity Unit was very professional and prompt
in assisting me with clearing up this situation, as well as the State
Attorney’s Office.

During this ordeal, I attempted to get assistance through several
law enforcement agencies. I would call and get transferred, re-
ceived voice mail, and then when I did speak to a detective I was
generally given very little positive indication that anything would
be done other than establish a crime report. Some law enforcement
indicated they were very overwhelmed with identity theft activity,
and I was part of a long list.

Due to the abundance of identity theft and limited law enforce-
ment resources, proper attention to my case was initially very poor.
And that was until I contacted Special Agent Ray Llorca of the So-
cial Security Administration. Special Agent Llorca promptly sched-
uled a meeting with me and obtained information and statements
from me, and he was permitted to open an investigation. As a re-
sult, I testified in a State grand jury in July 2001. I was informed
that six people were indicted in this scheme regarding identity
theft and credit card/banking fraud.

As recently as March 2002, a collection agency provided me an
offer to settle an account with a balance of over $4,000, and this
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was for a substantially reduced amount. They were actually going
to let me make two payments for about, oh, $1,200 and change
each. What a deal, okay? This was in regards to an account that
was illegally opened using my identity. A recent credit report indi-
cates that I have 38 serious delinquency in public record or collec-
tions filed, none of which are truly my responsibility, but I must
deal with them until they are cleared.

The point I am trying to make is that even after crime, the inves-
tigation and to some extent the judicial proceedings, we, as victims
of identity theft, are still trying to clear our names and restore our
credit. Thank you.

[The prepared statement of Mr. Ross follows:]

Statement of Anthony Ross, Federal Law Enforcement Officer, United
States Marshals Service, Brunswick, Georgia

Good Afternoon, my name is Anthony Ross.

I would like to thank the Honorable Clay Shaw, Social Security Subcommittee
and the Social Security Administration Office of Inspector General for inviting me
to testify to you today.

The illegal use of another’s identity is a serious problem costing American tax-
payers and businesses billions of dollars. Additionally, it destroys the credit of very
large number of citizens daily. I am one of those citizens and also a Federal Law
Enforcement Officer with the United States Marshals Service.

In April of 2000 I became aware that I was a victim of identity theft when con-
tacted by my banking institution. In a few days time a person assumed a false Flor-
ida Drivers License and cashed five checks for $995.00 each. I went through a few
weeks of closing accounts and then finding that my accounts were frozen and mon-
ies transferred back to the original accounts. This occurred several times in that
time period. Eventually it was resolved when out of frustration, I closed all accounts
and began business with another banking institution.

Shortly thereafter, I was going to purchase a home subsequent to relocating from
Florida to Georgia. The mortgage institution ran a credit check and inquired if I
had opened more than 25 revolving credit accounts in approximately a month’s time.
Sun Trust was very professional and quick in determining that I was not the cause
of these credit problems. The purchase of the home went through without difficulty.

However, from that point on it has been a nightmare. That’s because my identity
was illegally used to obtain in excess of $50,000.00 worth of credit charges. I have
contacted credit bureaus and established flags for being a victim of identity theft.
I have contacted numerous credit card companies spending extended lengths of time
just trying to get through the computerized phone systems and then to a living per-
son and then transferred again to reach a person in a fraud investigations depart-
ment. I have struggled with trying to read or more likely decipher credit reports.
They are not consumer friendly. I have contacted numerous creditors and have filled
out endless forms, filed affidavits, provided copies of Drivers License and Social Se-
curity card to try to prove my innocence. That’s right, the victim has to prove he
is innocent. In many cases, I received letters indicating that I have been cleared and
credit bureaus notified. However, In some cases that has not been properly disclosed
on my credit report.

In June of 2000 I received a Notice of Court appearance to answer for charges
regarding Failure to Redeliver a Hired Vehicle. Again, my identity information was
misused and now I faced the possibility of being arrested. At the least, I was now
seen as a law enforcement officer on the wrong end of the judicial system. Again,
I had to prove my innocence by providing photos and fingerprint cards. Metro-Dade
Police Identity Unit was very professional and prompt in assisting with clearing up
this situation as well as the State Attorney’s Office.

During this ordeal, I attempted to get assistance through several law enforcement
agencies. I would call and get transferred and receive voice mail. When I did speak
to a Detective, I was given very little positive indication that anything would be
done other than establishing a crime report. Some law enforcement indicated they
were overwhelmed with identity theft activity and I was part of a long list. Due to
the abundance of identity theft, and limited law enforcement resources, proper at-
tention to my case was initially very poor. That was until I contacted Special Agent
Ray Llorca of the Social Security Administration, Office of Inspector General. S/A
Llorca promptly scheduled a meeting with me and obtained information and state-
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ments and was permitted to open an investigation. As a result, I testified in a State
Grand Jury in July 2001 and I was informed that six people were indicted in this
scheme regarding identity theft and credit card/banking fraud.

As recently as March 2002, a collection agency provided me an offer to settle an
account with a balance of over $4000.00 for a substantially reduced amount. What
a deal! This was in regards to an account that was illegally opened using my iden-
tity. A recent credit report indicates that I have 38 serious delinquency and public
record or collections filed. None of which are truly my responsibilities, but I must
deal with them until they are cleared.

The point I am trying to make is that even after crime, the investigation, and to
some extent, the judicial proceedings, we as victims of identity theft are still trying
to clear our names and restore our credit.

Thank you.

—

Chairman SHAW. Mr. Dykas?

STATEMENT OF CECE DYKAS, ASSISTANT DEPUTY ATTORNEY
GENERAL, FLORIDA OFFICE OF THE ATTORNEY GENERAL,
PALM BEACH COUNTY OFFICE, FT. LAUDERDALE, FLORIDA

Mr. DYKAS. Good afternoon, Chairman, Congressman Foley. My
name is Cece Dykas. I am the Assistant Deputy Attorney General
for south Florida. Unfortunately, Florida finds itself on the fore-
front of identity theft issues, but hopefully we will also be on the
forefront, along with the Federal Government, in trying to help
stop these. In 1999, the Governor requested a Privacy and Tech-
nology Task Force. As a result of that task force and the testimony
that was generated from that, a State grand jury was empanelled
to deal with the variety of issues, including identity theft, along
with the theft of driver’s licenses.

The grand jury that was empanelled recently released their re-
port in January 10, 2002. To date, there have been at least 56 de-
fendants who have been charged with over 470 counts. There is a
projected loss for the year 2005 that there will be a theft of $8 bil-
lion. They estimate that the average loss per person in an identity
theft scheme is $17,000, as the other panelists, just through their
own experience, have indicated. The average length of time be-
tween a theft occurring and a victim finding out that their identity
has been stolen is generally 12.7 months. The average victim
spends up to at least 3 months and over $800 of their money to
try and clear their name.

Your Social Security, as the Chairman indicated when he was
getting his fishing license, is on virtually everything. It is doctors’
offices, video rentals, school applications. As a result of that, the
Florida legislature, in the past several years, have passed Statu-
tory section 817.568, Subsection 8. It allows for the prosecution of
identity theft based on the residency of the victim. In many ways,
part of the problem in prosecuting identity theft was to be able to
determine where the crime had occurred. That statute now allows
for the place of resident of the victim to determine jurisdiction.

One of the recommendations or several of the recommendations
of the task force were that they be established a nationally recog-
nized identity theft prosecution unit within the Office of statewide
Prosecution, that there be a devotion of resources for the training
of Florida prosecutors and law enforcement officers on issues re-
lated to the investigation and prosecution of identity theft, that the
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legislation appropriation of funds to study and report on design
methods and procedures to make the Florida drivers’ licenses and
identification card more resistant to tampering and counterfeiting.
There is also a request for a formation for a multi-disciplined focus
group to study security features of the Florida driver’s license and
identification card to make it one of the most secure driver’s li-
censes and ID cards in the country.

This past session, or should I say current session, that is going
on in Tallahassee, has several bills before it dealing specifically
with the issue of identity theft. Senate bill 140 criminalizes the use
of any public record to commit a further crime. House bill 1673
makes Social Security Numbers in the hands of State agencies ex-
empt from disclosure under chapter 119. House bill 1675 exempts
bank account numbers or credit card charge or debit account num-
bers in the hands of State agencies from disclosure under chapter
119.

House bill 1679 sets up a study commission on how the State
treats personal ID information in public hands, whether excessive
or unnecessary information is collected. The impact of advanced
technologies on full access to public records, whether to treat the
public access to physical documents differently than public access
to electronic documents and other issues that underline the balance
between the two. Senate bill 1020, and the bill makes a non-crimi-
nal violation for merchants who accept payment by electronic pay-
ment cards to leave more than the last five digits of the customer’s
account number showing on any receipt.

And, finally, Senate bill 520, which provides an infrastructure
and raises the standards for issuance of driver’s license. It provides
that a breeder document, those used to prove the identify of the ap-
plicant, be preserved by the Department, makes reciprocity and ac-
cepting out-of-State driver’s licenses contingent on the other State
having adopted standards as stringent as Florida’s and provides
that any driver’s licenses used to a foreign national will not be
valid for longer than a 2-year period of time.

Presently, those bills are before the legislature and have bipar-
tisan support, so hopefully those will be passed this session. Thank
you very much.

[The prepared statement of Mr. Dykas follows:]
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Statement of Cece Dykas, Assistant Deputy Attorney General, Florida Of-
fice of the Attorney General, Palm Beach County Office, Ft. Lauderdale,
Florida




17




18

Figure 3
Number of identity Theft Complaints by State
Movembar 1999 through May 2001
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Keumber of Compiaints

Figure 5
Cities with Highest Number of Complaints
Nowembaer 1998 through May 2009
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Figure 6
Cities With Highest Numbers of Suspects
Movember 1989 thraugh May 2001
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Figure 12
Police Reporl Taken Rates by State
Hovember 1939 through May Z001
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Figure 1
Muriber of Victims by ldentity Theft Type
Movember 1999 through May 2001
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———
Chairman SHAW. Thank you. Ms. Bovbjerg?

STATEMENT OF BARBARA D. BOVBJERG, DIRECTOR, EDU-
CATION, WORKFORCE, AND INCOME SECURITY ISSUES, U.S.
GENERAL ACCOUNTING OFFICE, ACCOMPANIED BY KAY
BROWN, ASSISTANT DIRECTOR

Ms. BOVBJERG. Thank you. Mr. Chairman, Mr. Foley, thank
you very much for inviting me once again before the Subcommittee,
and I am especially appreciative that you have chosen to meet in
the beautiful Sunshine State. It is very nice to get away from
Washington.

You have heard people talking about identity theft and the role
of the Social Security Number in particular. And you have invited
me today to discuss specifically government uses and protections of
Social Security Numbers and the results of our ongoing work. I
would like to focus first on uses and protections in the course of
providing government benefits and services and then, second, on
uses and protections in public records.

My testimony is based on surveys and site visits we conducted
at Federal, State, and county government agencies in the past
year. We are conducting this work at your request, Mr. Chairman,
and we plan to issue our report next month.

Let me speak first about government uses in benefit and service
provision. Federal, State and county agencies rely extensively on
the Social Security Number, because SSNs provide a quick and effi-
cient means of managing records and maintaining program integ-



30

rity. The numbers are particularly useful when agencies share in-
formation with others to verify benefit eligibility or to collect out-
standing debt. Most of this data sharing occurs between govern-
ment agencies, but a significant percentage of agencies we sur-
veyed told us they also share with other entities, such as contrac-
tors, credit bureaus, and insurance companies. governments also
use SSNs in their role as employers for wage reporting and benefit
administration.

Although government agencies told us of various steps they take
to safeguard the SSNs they use for these purposes, we found that
certain key protections are not uniformly in place at any level of
government. For example, when requesting SSNs, government
agencies told us that they are not consistently providing individ-
uals with key information mandated by Federal law. The Privacy
Act requires that any Federal, State or local government agencies
tell individuals who are asked to provide their SSNs whether the
compliance is voluntary or mandatory and how the SSN will be
used. This notification helps an individual make an informed deci-
sion and represents the first line of defense against improper use.

We also found that many government agencies occasionally dis-
play SSNs on documents that may be viewed by others who don’t
need this information. These documents include things like payroll
and benefit checks, child care vouchers and official letters to pro-
gram participants. In addition, some governments display employ-
ees’ SSNs on employee badges and identification cards.

Responses to our surveys also showed potential weaknesses in in-
formation security. We asked agencies about eight practices com-
monly used in information security programs. Although many gov-
ernment agencies reported adopting some of the practices, none of
the eight practices were uniformly adopted at any level of govern-
ment.

Let me turn now to the topic of SSNs in public records. When
I say public records, I mean records or documents routinely made
available to the public for inspection, such as marriage licenses or
property transactions. Some Federal agencies and many of the
State and county agencies we surveyed, including courts at all
three levels of government, told us they maintain public records
that contain SSNs. Officials who maintain these records told us it
is their responsibility to preserve the integrity of the record and to
make it publicly available rather than to protect the privacy of the
individual SSN holder. Nonetheless, we found examples of govern-
ment entities trying innovative approaches to protect the SSNs in
such records, including developing new forms that shield SSNs
from public view by maintaining them separately or on the back of
the rest of the record. These changes are most effective when the
government agency prepares the documents itself, but they don’t
protect information on documents prepared and submitted by some-
one else nor do they limit the availability of SSNs on records filed
prior to the change in form.

As a practical matter, as long as access to public records remains
an in-person process, access will be somewhat limited. Where those
wishing to view public records must visit a physical location and
request information on a case-by-case basis, there is a measure of
protection against widespread collection of personal information,
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like the SSN. However, several officials told us that thanks to the
growth of electronic recordkeeping, they were considering making
such records available on their Web sites. Such actions would cre-
ate new opportunities for gathering SSNs from public records on a
broad scale.

In conclusion, governments use SSNs for many beneficial pur-
poses but they do not always ensure that this personal information
is protected. Although it is unclear whether these gaps in protec-
tion lead directly to identity theft, they represent a potential for
SSN misuse. It will be important for governments at all levels to
consider how best to protect SSNs and to take appropriate actions
to improve the security of this information. Thank you, Mr. Chair-
man.

[The prepared statement of Ms. Bovbjerg follows:]

Statement of Barara D. Bovbjerg, Director, Education, Workforce, and
Income Security Issues, U.S. General Accounting Office

Chairman Shaw and members of the Subcommittee:

Thank you for inviting me here today to discuss government use of Social Security
Numbers (SSNs). Although the SSN was originally created in 1936 as a means to
track workers’ earnings and eligibility for Social Security benefits, today the number
is used for myriad non-Social Security purposes in both the private and public sec-
tors. Consequently, the public is concerned with how their personal SSNs are being
used and protected. Further, the growth in electronic record keeping and the explo-
sion of the availability of information over the Internet, combined with the rise in
reports of identity theft, have heightened this concern.

We have previously reported that SSNs play an important role in public and pri-
vate sectors’ ability to deliver services or conduct business.! Today, I will focus on
how federal, state, and local governments use SSNs. Specifically, I will discuss (1)
the extent and nature of government agencies’ use of SSNs as they administer pro-
grams to provide benefits and services and the actions government agencies take to
safeguard these SSNs from improper disclosure and (2) the extent and nature of
governments’ use of SSNs when they are contained in public records and the options
available to better safeguard SSNs that are traditionally found in these public
records.2 My testimony is based on our ongoing work conducted at your request and
that of the Subcommittee on Technology, Terrorism and Government Information,
Senate Committee on the Judiciary. To address these issues, we mailed surveys to
programs in 18 federal agencies and those departments that typically use SSNs in
all 50 states, the District of Columbia, and the 90 most populous counties.3 We also
conducted site visits and in-depth interviews at six selected federal programs, three
states, and three counties. We met with officials responsible for programs, agencies,
or departments (hereinafter referred to generically as agencies) and courts that
make frequent use of SSNs. We conducted our work between February 2001 and
March 2002 in accordance with generally accepted government auditing standards.

In summary, in delivering services and benefits to the public, federal, state, and
county government agencies use SSNs to manage records, verify the eligibility of
benefit applicants, collect outstanding debts and conduct research and program eval-
uation. Using SSNs for these purposes can save the government and taxpayers hun-
dreds of millions of dollars each year. As they make use of SSNs for these purposes,
government agencies are taking some steps to safeguard the numbers. However,
agencies are not consistently following federal laws regarding the collection of per-

1U.S. General Accounting Office, Social Security: Government and Commercial Use of the So-
cial Security Number is Widespread, GAO/HEHS-99-28 (Washington, D.C.: Feb. 16, 1999).

2We found no commonly accepted definition of public records. For the purposes of this state-
ment, when we use the term public record, we are referring to a record or document that is
routinely made available to the public for inspection either by a federal, state, or local govern-
ment agency or a court, such as those readily available at a public reading room, clerk’s office,
or on the Internet.

3We did not survey state Departments of Motor Vehicles or state agencies that administer
state tax programs, because we have reported on these activities separately. See U.S. General
Accounting Office, Child Support Enforcement: Most States Collect Drivers’ SSNs and Use Them
to Enforce Child Support, GAO-02-239 (Washington, D.C.: Feb. 15, 2002) and Taxpayer Con-
fidentiality: Federal, State, and Local Agencies Receiving Taxpayer Information, GAO-GGD-99—
164 (Washington, D.C.: Aug. 30, 1999).
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sonal information, implementing safeguards to protect SSNs from improper disclo-
sure, or limiting the display of SSN on documents not intended for the public. More-
over, courts at all three levels of government and certain offices at the state and
county level maintain records that contain SSNs for the purpose of making them
available to the public. Recognizing that these SSNs may be misused by others,
some government entities have taken steps to protect the SSNs from public display.
For example, some have modified forms so that they can collect SSNs but keep them
in a file separate from the public portion of the record. Nonetheless, although public
records have traditionally been housed in government offices and court buildings,
to improve customer service some government entities are considering placing more
public records on the Internet. The ease of access the Internet affords could encour-
age individuals to engage in information gathering from public records on a broader
scale than possible previously. In conclusion, we will be reporting in more detail on
these issues at the end of this month and look forward to exploring additional op-
tions to better protect SSNs with you as we complete our work.

Background

The use of SSNs by government and the private sector has grown over time, in
part because of federal requirements. In addition, the growth in computerized
records has further increased reliance on SSNs. This growth in use and availability
of the SSN is important because SSNs are often one of the “identifiers” of choice
among identity thieves. Although no single federal law regulates the use and disclo-
sure of SSNs by governments, when federal government agencies use them, several
federal laws limit the use and disclosure of the number.4 Also, state laws may im-
pose restrictions on SSN use and disclosure, and they vary from state to state.
Moreover, some records that contain SSNs are considered part of the public record
and, as such, are routinely made available to the public for review.

SSN Use Has Grown, in Part Because of Federal Requirements

Since the creation of the SSN, the number of federal agencies and others that rely
on it has grown beyond the original intended purpose. In 1936, the Social Security
Administration (SSA) created a numbering system designed to provide a unique
identifier, the SSN, to each individual. The agency uses SSNs to track workers’
earnings and eligibility for Social Security benefits, and as of December 1998, SSA
had issued 391 million SSNs. Since the creation of the SSN, other entities in both
the public and private sectors have begun using SSNs, in part because of federal
requirements. The number of federal agencies and others relying on the SSN as a
primary identifier escalated dramatically, in part, because a number of federal laws
were passed that authorized or required its use for specific activities. (See appendix
I for examples of federal laws that authorize or mandate the collection and use of
SSNs.) In addition, private businesses, such as financial institutions and health care
service providers, also rely on individuals SSNs. In some cases, they require the
SSN to comply with federal laws but, at other times, they routinely choose to use
the SSNs to conduct business.

In addition, the advent of computerized records further increased reliance on
SSNs. Government entities are beginning to make their records electronically avail-
able over the Internet. Moreover, the Government Paperwork Elimination Act of
1998 requires that, where practicable, federal agencies provide by 2003 for the op-
tion of the electronic maintenance, submission, or disclosure of information. State
government agencies have also initiated Web sites to address electronic government
initiatives. Moreover, continuing advances in computer technology and the ready
availability of computerized data have spurred the growth of new business activities
that involve the compilation of vast amounts of personal information about members
of the public, including SSNs, that businesses sell.

Identity Thieves Often Use SSNs

The overall growth in the use of SSNs is important to individual SSN holders be-
cause these numbers, along with names and birth certificates, are among the three
personal identifiers most often sought by identity thieves.5 Identity theft is a crime
that can affect all Americans. It occurs when an individual steals another individ-
ual’s personal identifying information and uses it fraudulently. For example, SSNs
and other personal information are used to fraudulently obtain credit cards, open
utility accounts, access existing financial accounts, commit bank fraud, file false tax
returns, and falsely obtain employment and government benefits. SSNs play an im-

4In this review, we do not include criminal provisions that might apply to the improper use
of SSNs.

5United States Sentencing Commission, Identity Theft Final Alert (Washington, D.C.: Dec. 15,
1999).
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portant role in identity theft because they are used as breeder information to create
additional false identification documents, such as drivers licenses.

Recent statistics collected by federal and consumer reporting agencies indicate
that the incidence of identity theft appears to be growing.6 The Federal Trade Com-
mission (FTC), the agency responsible for tracking identity theft, reports that com-
plaint calls from possible victims of identity theft grew from about 445 calls per
week in November 1999, when it began collecting this information, to about 3,000
calls per week by December 2001. However, FTC noted that this increase in calls
might also, in part, reflect enhanced consumer awareness. In addition, SSA’s Office
of the Inspector General, which operates a fraud hotline, reports that allegations of
SSN misuse increased from about 11,000 in fiscal year 1998 to more than 65,200
in fiscal year 2001. However, some of the reported increase may be a result of a
growth in the number of staff SSA assigned to field calls to the Fraud Hotline dur-
ing this period. SSA staff increased from 11 to over 50 during this period, which
allowed personnel to answer more calls. Also, officials from two of the three national
consumer reporting agencies report an increase in the number of 7 year fraud alerts
placed on consumer credit files, which they consider to be reliable indicators of the
incidence of identity theft.” Finally, it is difficult to determine how many individuals
are prosecuted for identity theft because law enforcement entities report that iden-
tity theft is almost always a component of other crimes, such as bank fraud or credit
card fraud, and may be prosecuted under the statutes covering those crimes.

Most often, identity thieves use SSNs belonging to real people rather than making
one up; however, on the basis of a review of identify theft reports, victims usually
(75 percent of the time) did not know where or how the thieves got their personal
information.® In the 25 percent of the time when the source was known, the per-
sonal information, including SSNs, usually was obtained illegally. In these cases,
identity thieves most often gained access to this personal information by taking ad-
vantage of an existing relationship with the victim. The next most common means
of gaining access were by stealing information from purses, wallets, or the mail. In
addition, individuals can also obtain SSNs from their workplace and use them them-
selves or sell them to others. Finally, SSNs and other identifying information can
be obtained legally through Internet sites maintained by both the public and private
sectors and from records routinely made available to the public by government enti-
ties and courts. Because the sources of identity theft cannot be more accurately pin-
pointed, it is not possible at this time to determine the extent to which the govern-
ment’s use of SSNs contributes to this problem as compared to use of SSNs by the
private sector.

In Some Instances, SSNs Are to Be Protected from Public Disclosure

No single federal law regulates the overall use or restricts the disclosure of SSNs
by governments; however, a number of laws limit SSN use in specific circumstances.
Generally, the federal government’s overall use and disclosure of SSNs are re-
stricted under the Freedom of Information Act and the Privacy Act. The Freedom
of Information Act presumes federal government records are available upon formal
request, but exempts certain personal information, such as SSNs. The purpose of
the Privacy Act, broadly speaking, is to balance the government’s need to maintain
information about individuals with the rights of individuals to be protected against
unwarranted invasions of their privacy by federal agencies. Also, the Social Security
Act Amendments of 1990 provide some limits on disclosure, and these limits apply
to state and local governments as well. In addition, a number of federal statutes
impose certain restrictions on SSN use and disclosure for specific programs or ac-
tivities.9 At the state and county level, each state may have its own statutes ad-

6U.S. General Accounting Office, Identity Theft: Prevalence and Cost Appear to be Growing,
GAO-02-363 (Washington, D.C.: Mar. 1, 2002).

7A fraud alert is a warning that someone may be using the consumer’s personal information
to fraudulently obtain credit. When a fraud alert is placed on a consumer’s credit card file, it
advises credit grantors to conduct additional identity verification before granting credit. The
third consumer reporting office offers fraud alerts that can vary from 2 to 7 years at the discre-
tion of the individual.

8This information is based on a review of 39 cases involving SSN theft drawn from the Fed-
eral Trade Commission’s fiscal year 1998 datafiles.

9For example, the Internal Revenue Code, which requires the use of SSNs for certain pur-
poses, declares tax return information, including SSNs, to be confidential, limits access to spe-
cific organizations, and prescribes both civil and criminal penalties for unauthorized disclosure.
For more information, see GAO-GGD-99-164. Also, the Personal Responsibility and Work Op-
portunity Act of 1996 explicitly restricts the use of SSNs to purposes set out in the Act, such
as locating absentee parents to collect child support payments.
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dressing the public’s access to government records and privacy matters; therefore,
states may vary in terms of the restrictions they impose on SSN use and disclosure.

In addition, a number of laws provide protection for sensitive information, such
as SSNs, when maintained in computer systems and other government records.
Most recently, the Government Information Security Reform provisions of the Fiscal
Year 2001 Defense Authorization Act require that federal agencies take specific
measures to safeguard computer systems that may contain SSNs.10 For example,
federal agencies must develop an agency-wide information security management
program. These laws do not apply to state and local governments; however, in some
cases state and local governments have developed their own statutes or put require-
ments in place to similarly safeguard sensitive information, including SSNs, kept
in their computer systems.

SSNs Are Found in Some Public Records

In addition to the SSNs used by program agencies to provide benefits or services,
some records that contain SSNs are considered part of the public record and, as
such, are routinely made available to the public for review. This is particularly true
at the state and county level. Generally, state law governs whether and under what
circumstances these records are made available to the public, and they vary from
state to state. They may be made available for a number of reasons. These include
the presumption that citizens need government information to assist in oversight
and ensure that government is accountable to the people. Certain records main-
tained by federal, state, and county courts are also routinely made available to the
public. In principle, these records are open to aid in preserving the integrity of the
judicial process and to enhance the public trust and confidence in the judicial proc-
ess. At the federal level, access to court documents generally has its grounding in
common law and constitutional principles. In some cases, public access is also re-
quired by statute, as is the case for papers filed in a bankruptcy proceeding. As with
federal courts, requirements regarding access to state and local court records may
have a state common law or constitutional basis or may be based on state laws.

SSNs Are Widely Used by Program Agencies at All Levels of Government,
but Could Be Better Protected by Them

When federal, state, and county government agencies administer programs that
deliver services and benefits to the public, they rely extensively on the SSNs of
those receiving the benefits and services. SSNs provide a quick and efficient means
of managing records and are used to conduct research and program evaluation. In
addition, they are particularly useful when agencies share information with others
to verify the eligibility of benefit applicants or to collect outstanding debts. Using
SSNs for these purposes can save the government and taxpayers hundreds of mil-
lions of dollars each year. As they make this wide use of SSNs, government agencies
are taking some steps to safeguard the numbers; however, certain key measures
that could help protect SSNs are not uniformly in place at any level of government.
First, when requesting SSNs, government agencies are not consistently providing in-
dividuals with key information mandated by federal law, such as whether individ-
uals are required to provide their SSNs. Second, although agencies that use SSNs
to provide benefits and services are taking steps to safeguard them from improper
disclosure, our survey identified potential weaknesses in the security of information
systems at all levels of government. Similarly, sometimes government agencies dis-
play SSNs on documents not intended for the public, and we found numerous exam-
ples of actions taken to limit the presence of SSNs on documents. However, these
changes are not systematic and many government agencies continue to display
SSNs on a variety of documents.

All Levels of Government Use SSNs Extensively for a Wide Range of Purposes

Most of the agencies we surveyed at all levels of government reported using SSNs
extensively to administer their programs.l! As shown in table 1, more agencies re-
ported using SSNs for internal administrative purposes, such as using SSNs to iden-
tify, retrieve, and update their records, than for any other purpose. SSNs are so
widely used for this purpose, in part, because each number is unique to an indi-

10These provisions supplement information security requirements established in the federal
Computer Security Act of 1987, the Paperwork Reduction Act of 1995, the Clinger-Cohen Act
of 1996, and Office of Management and Budget guidance.

110f the respondents to our survey, 14 state program departments and 13 county program
departments reported that they do not obtain, receive, or use the SSN of program participants,
service recipients, or individual members of the public. We did not verify this information.
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vidual and does not change, unlike some other personal identifying information,
such as names and addresses.

Table 1: Percentage of Program Agencies Using SSNs for Each Reason Listed

Federal State County
Purpose of SSN Use (N=55)2 (N=244) (N=197)
Percent Percent Percent
Internal administrative purposes 82 90 89
Sharing
Verify applicants’ eligibility; monitor accuracy of informa-
tion individuals provide 73 83 82
Collect debts individuals owe agency/government 40 34 25
Research and Evaluation
Conduct internal research or program evaluation 53 44 26
Provide data to outside researchers 4 18 7

aTotal number of possible respondents

Source: GAO surveys of federal, state, and county departments and agencies. Table includes departments
and agencies that administer programs and excludes courts, county clerks and recorders, and state licensing
agencies. It excludes state departments of motor vehicles and tax administration.

Many agencies also use SSNs to share information with other entities to bolster
the integrity of the programs they administer. For example, the majority of agencies
at all three levels of government reported sharing information containing SSNs for
the purpose of verifying an applicant’s eligibility for services or benefits. Agencies
use applicants’ SSNs to match the information they provide with information in
other data bases, such as other federal benefit paying agencies, state unemployment
agencies, the Internal Revenue Service, or employers. As unique identifiers, SSNs
help ensure that the agency is matching information on the correct person. Also,
some agencies at each level of government reported sharing data containing SSNs
to collect debts owed them. Using SSNs for these purposes can save the government
and taxpayers hundreds of millions of dollars, such as when SSA matched its data
on Supplemental Security Income recipients with state and local correctional facili-
ties to identify prisoners who were no longer eligible for benefits.12 Doing so helped
identify more than $150 million in Supplemental Security Income overpayments and
prevented improper payments of more than $170 million over an 8-month period.
Finally, SSNs along with other program data, are sometimes used for statistical pro-
grams, research, and evaluation, in part because they provide government agencies
and others with an effective mechanism for linking data on program participation
with data from other sources.13

When government agencies that administer programs share records containing in-
dividuals’ SSNs with other entities, they are most likely to share them with other
government agencies.14 After that, the largest percentage of federal and state pro-
gram agencies report sharing SSNs with contractors (54 and 39 percent respec-
tively), and a relatively large percentage of county program agencies report sharing
with contractors as well (28 percent). Agencies across all levels of government use
contractors to help them fulfill their program responsibilities, such as determining
eligibility for services and conducting data processing activities. In addition to shar-
ing SSNs with contractors, government agencies also share SSNs with private busi-

12SST provides cash assistance to needy individuals who are aged, blind, or disabled.

13In some cases, records containing SSNs are sometimes matched across multiple agency or
program databases. The statistical and research communities refer to the process of matching
records containing SSNs for statistical or research purposes as “record linkage.” See U.S. Gen-
eral Accounting Office, Record Linkage and Privacy: Issues in Creating New Federal Research
and Statistical Informatlon GAO-01-126SP (Washington, D.C.: Apr. 2001).

140n the federal level, data sharing often involves computerized record matching. The Com-
puter Matching and anacy Protection Act of 1988, which amended the Privacy Act, specifies
procedural safeguards affecting agencies’ use of Prlvacy Act records in performing certain types
of computerized matching programs, including due process rights for individuals whose records
are being matched. These due process rights were further clarified in the Computer Matching
and Privacy